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NMudopManonHas 0€300aCHOCTD
npu padore B cetu «MHTEpHET)



®enepanabHblii 3akoH Ne 436-D3 «O 3amure neredt oT uHpOpMAIMU, NPUUUHSIONIEH Bpea
X 30pPOBBI0 W Pa3BUTHIO» YCTAHABIMBACT TMpaBWja MeAua0de30MacHOCTH JeTed mpu obopoTe
Ha TeppuTopur Poccuu TPOAYKIIMM CPEICTB MaccoBOW HHGOPMAIMH, MEYaTHOH, ayJIHMOBU3yabHOU

OPOAYKIUM Ha JIOOBIX BUJAX HOcUTeNeH, mporpamm Juisi OBM u 6a3 naHHBIX, a Takxke WHPOpMaINH,
pasMemaeMoii B HMH(POPMAIMOHHO-TEICKOMMYHUKAITMOHHBIX  CETIAX W CETAX  MOABUXKHOU

paanoTeae(OHHON CBSI3H.

Onackas UHGOpMAYUA:

A0NYCK3IOWI3A HACUAUR U HECTOKOCTD, BbI3bIBAIOLIA
v CTPAK, UAKAC, NAHUKY

v/ PeACTaBAAIOLLBA Yrpo3y HUSHU U 30p0BbIO
v/ nobyxaaiowas gerel k camoybulicTsy

“ 0npaBAbiBatolLaA NPOTUBOMNP3BHOE NOBEAEHUE

0TPUUBIOWBA CeMeliHble UBHHOCTU, hopMUpYIoULs

v HeYB3MeHU. K poauTeNaM
BbI3bIBAIOLLIAA MieN3HUe YnaTpebuTh HapKOTUYECKU.

v cpeactss, [1AB

v/ 1PON3raHAUpYIOLIaA 833PTHbIE Urpbi

, nobyMa310WaA K NPOCTUTYUUU, COALMAWLIAR UHOPMAUUID
NOPHOrPaUYECKOrD KapaKkTepa

v/ 1pON3raHAUpYIoWaA HETPAAULUOHHBIE CEKCUBNbHETE OTHOWEHUS




HoHTeHTHbIe

\
CHIO
C8a3aHbl C NpocMoTHoM
fofb3oBaTenem UHCIJODMBU,UU,
BbleIBBI‘OLlJ,eU Y Hero CTpeccoByio
PE3KUUID [BOBI]E‘-IBHUB

B aectpykTusHbie ARG,
npectynnexue ogpnaiH)

KoMMYHUK3UUOHHbIE
GoD

i

MpeanonaraioT NOTEHUUBNbHYIO
BO3MOMHOCTb CTONKHOBEHUS
N0sb30B3TENS C P33NUYHBIMU
HeMsenaTenbHbLIMU 49 Hero
KOMMYHUKaUUAMU (pasnuunbie
thopmbl Kubepbynnunra,
CeKCYaNbHbIX A0MBFATeNLCTE

u ap)

PucKu oHnauH

TexrHuYecKue

ConpaeHbl ¢ TpYAHOCTAMU
B33UM0ARUCTBUSA NONb30BATENA
¢ caliTaMu/npunoeHuAMU
COUUaNbHBIK ceTel, 8 Take
B3/10MOM BKK3YHTOB,
KubepMoweHHUYecTso

5

lloTpebutennbckue

)
!

BrntoyatoT B ceba UHTEpHeT-
MOWEeHHUYECTBO (N0Aae/bHbIe
UHTEPHET-Mara3suHbl,
bnaroTeopuTensHble QOHAI,
duwuHr u ap)
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MONOAEXHbIM LMOPOBOA

OMBYACMEH

MonozexHbi umppoBon omobyacMeH
— nepBbin LIngpo3aLunTHmK

POCCUNCKOU MOJIOEX M
. sl

2

MONIOAEXHbIA LMOPOBON
OMBYACMEH

| KWMBEPBY/UAHI |

| MHOOBE3OMACHOCTb ‘_'

| 3AWWTA JAHHBIX |

| AECTPYKTUBHbI/ KOHTEHT |

WNHbOopMaLMnOHHbIe KonoaLbl Undpoean 3aBUCMMOCTb B UHTEpHETE

| BOPbBA C DEMKAMWM |

| UMOPOBASA 3ABUCUMOCTb )

. MHOOPMALIMOHHBIE KONOAUb!

Bbopbba ¢ peitkoson uHGopmMauunen [ecTpyKTUBHbIA KOHTEHT




[MonesHble cTaTbn 4>

Kubeparpeccus: B3rnsag co CTOPOHbI

01 dekabpsa 2023

Kputnyeckoe mblwneHune Kak ¢paktop UHGopmMaunoHHO-
ncuxonornyeckon 6e3onacHoOCT IMYHOCTH

01 CeHTa6pa 2023

«Monopaexb u kubep-aenpeccus: Kak 60poTbCa C HeraTMBHbLIM
BO3AeNCTBNEM VIHTEpHEeTa Ha NCMXMYECKOe 3[,0P0Bbe»

21 Wong 2023

Lindpposble npodpeccum

19 Uona 2022




NudopmanmoHHbIE pecypChl

mo dhonvunoBanuio NudNOBOH r'PAMOTHOCTH

Hra

L]
™ o

OD e30nacHoro O Nure ~ HoBocTn PoauTtenam HeTam 1 NoapocTKam
G~ HHTepHeTa

Knmnnoeoe MbilneHue BeuHasa ny6nw~| HOCTb BasoBble coBeTbl



[HudpoBoi ciiex - 3TO BECh KOMILIEKC JaHHBIX,
OCTAaBJICHHBIX YEJIOBEKOM B MHTEPHETE, €ro
uughposas npoekuusn 6 cemu

KakK coXpaHWUTb NepcoHanbHble AaHHble Ballen ceMbU?

Cnepute 3a TeM, UTo6bl pebeHOK He pa3Mellan B MHTepHeTe NULWHIOK MHGOoPpMaUWIo: rae
OH YXUBET, rae yumTcd, Kakom OOpOorom XoaAuT Ha YPOKW U T.M.

Pacckaxute pebeéHkKy, YTO NepcoHanbHbIMU AaHHbBIMU CTOUT OENUTLCA TONMbKO C

OorpaHM4YeHHbIM KPpYrom nnuy — camMbiMU 6Nn3KMMU. He ctomnT nepeaBaTtb TaKMe OaHHbIe

OPY3bAM, a OCOBEHHO HE3HAKOMbIM NIDAAM U3 CoLCeTeN.

Pe6éHKy HaOo 3HATb, YTO 21I0YMbILWLUNEHHUKW MOIYT MblTAaTbCA BblBeaTb mHbopMayumw “

nepcoHasibHble gJaHHble Yepe3 JIMYHbIe coobueHna B columanbHbix ceTax. OcobeHHOo
BHMMMaTeSJIbHO CTOUT pealrnMpoBaTb Ha CCbIJTKKW, KOTOPbIE HE3HaKOMLUbI MPUCbINAKoT pe6éHKy
B NIMUYHbIX COOBUIEHMAX. Jlydywie No HUM He NepexoauTb, a HEU3BECTHbIE dannbl — He

OTKpbIBaTb.



NudopManmnoHHbie pecypchbl
1o GOpMHUPOBAHUIO HUPPOBOH TPAMOTHOCTH

> UMOPOBOM
< NNKBE3

12 aKTyanbHbIX TEMaTUK:

* Wcnonb3oBaHue
AO0CTOBEPHbIX UCTOYHUKOB

* [OKynku B UHTEpPHETE
®UHAHCOBaA rPamMoTHOCTb

* TenepoHHOE MOLIEHHUYECTBO
*  VHTepHeT-mOLWeHHUYeCcTso
* be3onacHoe obuieHune B COL.CETAX U

MeCCeHaKepax
* O6uweHune c aeTbMu 0
* KomnbloTepHbie u TenedoHHble
sy UMPpPOBbLIX HaBbIKAX
. YeHWU! OeTen YYUTbCA
Py 06
* 3ddekTmusHan pabora c
2 * WHTepHet-Tpasna
uHpopmaumen

* Kpaa AeHexHbIX CpeacTs

LIMDOPOBOM
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Bknag
8 Gynywee
C=233

LudpoBon nukées
oT bnaroTBoputenbHoro
doHpa CéepbaHKka «Bknap

B 6yayuiee»

KyneTypa pa6oTbi C AQHHBIMU

Uudporoin cnep

UHPOPMALMOHHbBIN LLUYM

UKYNAauusa He COBIr

NOCOM

OcTtopoxHo: gundenk




NudopmManmoHubie pecypchbl
1o GopMHUPOBAHUIO HU(PPOBOH I'PAMOTHOCTH/

s nepBb|e ‘b MEeEra®@oH (Ile‘mm) (l'lonpocn«:m) (Ponmenqm> (I’Ie,qcrorom)

I'Inanbdpma
uudpoBoro nosepus




NudopmManmoHubie pecypchbl
1o GopMHUPOBAHUIO HU(PPOBOH I'PAMOTHOCTHU

Y3HailiTe, KaK 3aWUTUTb cebs
U CBOUX BNU3KUX
B LUMppoBOiIi cpene

Peructpauus

3aperucTpupymtecs, 4To6bl COXPAHATL AOCTUXEHUS U MONY4ATH Y3Harb macwtab npo6neMb|

YBEAOMIJIEHHUA O BbIXOE HOBbIX KBECTOB.




NudopmManmoHubie pecypchbl
o (])OpanOBaHmo HU(poBOIl rPAMOTHOCTH/

Bnepen — HaBcTpeuy
KubepnpuxknioueHuam!




NudopmManmoHubie pecypchbl
1o GopMHUPOBAHUIO HM(PPOBOH I'PAMOTHOCTI/

Hoxaxxu, uto Tl npodu
no 6e3o0nacHOCTU B ceTu




HccnenoBanue o noBeneHuu B VIHTEpHETE POCCUMCK
ITOJIPOCTKOB M JieTer oT 4 1o 17 ner

70%
60%
50%
40%
30%
20%

10%

0%
O11aTa KOHTEHTA B CETU UcnomabzoBanue VPN
HNuTepHer

" 4-8 netr W12-17 ner



HccnenoBanue o noBeneHuu B VIHTEpHETE POCCUMCK

MTOAPOCTKOB U AeTer oT 3 10 18 jeT

Bpems ¢ ragxetammn

B Nourn sce spems
B 3-4uacaspensb
B 1-2uacaspeHb

B ExennesHO
He Bonblue yaca

He kaxabih aeHb

3-6 net

20%

7-10 net

10%

11-14 ner

2%

15-18 net

3%




3aHaTus
AeTen oHnavH

3

F M- o ¢ B A

UrpatoT

CmMOTpSaT BUAEO,
doTO, MemMbI

O6uwatoTrcsa

CMOTPSAT KUHO,
CNyLWaT My3bIKY

YyaTtca

CnepgaT 3a noctamMmu
6norepos

NwyT nHdopmauuio

CMOTPAT UrpoBble
CTPUMBI

YuTtaroT HOBOCTU
N cTaTbn

[enaioT NoKynku

3-6 net
Bi10o%
B 32%
B 10%
B 5%
Bs%

B 5%

3%

7-10 net
B 30%
Bl 2%

11-14 neT

79%

76%

82%

59%

50%

45%

B 40%

45%

B o%

15-18 net
72%
73%

87%
70%
64%
52%
52%

B 4%

B 54%

B 22%




KoHTponb
3a gencTBNaMMN
AeTen oHnaH

3-6 net

] KoHTponupyioT gencteng
neTen B cetn

. Mo mepe
HeoBbxoanMoCTu

- He KoHTponupytoT
ODEeNCTBNS peTen

7-10 net

11-14 net

15-18 neT




HccnenoBanue o noBeneHuu B VIHTEpHETE POCCUMCK
MOJPOCTKOB Y A€TEH OT 3 110 18 ner

MpuBbIvKK B UNdpoBOMN cpepe

LindpoBsbie npmBbIYKKN Nonb3oBaTenen

B Pooutenn [ Oetm

CkaumBaioT NpUNoXeHns
TONbKO N3 odpunumanbHbIX
MarasvHOB

YcTtaHaBnmBaloT OBHOBNEHUS
Cpasy, Kak OHWN BbIXOAAT

YuTaoT nonb3oBaTenbckoe
cornaweHune (0cCob6eHHO
Npo NCNonb30BaHne AaHHbIX)

CmoTpaT dunbmbl
Ha opuumanbHbIX pecypcax

58%
52%
31%
29%
23%
1%

="

21%
14%

I 20%

10%
23%

B 2%

OawuH naponb
AN BCEX aKKayHTOB

Pernctpupytorcsa
yepes akkayHT
B cCoLManbHOM ceTun

MopknovatoTcsa
K NepBO AOCTYNHOMN
Touke Wi-Fi

Cornawatorcs
y4acTBOBaTb B OH/aH-
aKumsix C WeapbiMm
npusamm

* B MecTax npoYepkoB — BONPOC PECrnoHAeHTaM He 3aaasani




[eTtn, y KOTOpbIX €CTb aKKayHTbI

B COLMaNbHbIX CeTax
0,
84% 96%
3-6 net 7-10 net 11-14 net 15-18 net
BuiBopka: netu (1004 nHTepsbio) Camas nonynsgpHas counansHasa ceTb B Poccum B 2022 rogy Kak

cpeav aeTen, Tak u cpeau ux pogutenen — BKonTtakTe. Takxe

B TON-5 nonynsapHbix ceten Bxoaat YouTube, TikTok (nonynapHee
cpeau geten), OgHoknaccHukn n Aupekc. 1zeHd (nocnegHue asa
nonynsipHee cpean poauTtenen).

Ton-5 nocewjaembix coumanbHbIX ceTen

74%

58%
- 55% 4800 47%

34%
B Oetu 26% = 24%
14% %
6%
. Poautenu [ o |

(3 BKowTakTe 23 YouTube o TikTok B OOHOKNACCHUKM Yandex €3 Zen




HccnenoBanue o noBeneHuu B VIHTEpHETE POCCUMCK
MOJPOCTKOB Y A€TEH OT 3 110 18 ner

KoHdunpeHumnanbHOCTb B coLManbHbIX CETAX

YeTtsepTb poautenen (25%), Yo AETUN UMEIOT aKKayHT

B COUManbHbIX CETSX, HE 3HaIOT, Kakas UMeHHO nHGopmauns
pasmelleHa Ha CTpaHnykax ux geten. lNpun aTom 1 oHbIe
Nonb3oBaTeNu, 1 CaMn PpoaNTENN BbiKNaabiBatdT AOBOSIbHO MHOMO
NPVBaTHbIX AaHHbIX. YaLle BCero aTo NMYHbIE U CEMENHbIE
doTorpadumn, HO Hepeako MOXHO HaUTK 1 Bonee KoHPUaeHUManb-
Hyt0 nHdopMaLmio. Takoe NoBeaeHNE Ha3blBaeTCS OBEPLUEPUIHT.

JinuHaa nHpopmaumnsa Ha cTpaHuLe B coLManbHbIX CeTAX I BuiknagsisaioT aety
45% 0 200, B BuknapsisaioT poauten
27%
T milE e
CemeiiHbie/ Homep wkonbl/ WmeHa poa- Mo6unbHbiii leonokauus JomaluHwnia
nnyHble $oTO  mMecTo paboThl CTBEHHUKOB/ HOMep agpec
nHdopmauus

O aeTax




HccnenoBanue o noBeneHuu B VIHTEpHETE POCCUMCK
MOJPOCTKOB Y A€TEH OT 3 110 18 ner

Mocnepcrena
KnbepbynnuHra y aeren

CHuXeHne caMmooLeHKN

CunbHbIA cTpece

CHuXeHne counanbHONn akTUBHOCTWN/ 3aMKHYTOCTb
YXyaweHue ycnesaemMocTu

[enpeccus

BeccoHHuua/ npobnemsl CO CHOM

AHopekcus

Hukakunx ocobbix nocneacTsuii He 6bino

He 3Ha

8%
34%
34%
25%
VASY
11%

1%
1%




[ lamsaTka poaurensm

* M3HavanbHO, HE OTIYCKAaNTE JIeTel B CBOOOAHOE IJIaBaHUE MO ceTh MIHTepHET, HayuyuTe uX
NpaBWIBLHO UCKaTh UH(OPMAIIUIO, Jiejas aKIEHT Ha TO, YTO B CETH €CTh Kak IOJIe3Has TaK U
omnacHasi UHpopmMaIusi, KOTopas MOXKET MOBJICUb 32 COOOM Kak MOTEPIO NEPCOHATBHBIX WU
(MHAHCOBBIX CPEJICTB, TAK U MOXKET HAHECTHU BPEJl CAMOMY KOMITBIOTEPY.

* [IpuyuuTe neTeil HUKOTMA HE BbIJIaBaTh JUUYHYIO HH(POPMAIIUIO CPEICTBAMM JICKTPOHHOM
MOYThl, YaTOB, CHUCTEM MIHOBEHHOTO OOMEHAa COOOIIEHUSMHU, PETUCTPALMOHHBIX (OpM,
JUYHBIX TTpo(UIICH U TIpU perucTpalui Ha KOHKYpChl B IHTEpHETE.

* [Ipuyuute nereit He 3arpyxarh nporpamMmmel 6e3 Bamero paspemenus. OObsiCHUTE UM, YTO
OHM MOTYT CIy4YalHO 3arpy3uTh BHPYChl WM JPYTO€ HEXEIATEIbHOE IPOrpPaMMHOE
obOecrieueHue.

* [Ipuyuute Bamiero pedbeHka cooOmarbk BaM O JOOBIX Yyrpo3ax WIM TPEBOTaX, CBI3aHHBIX
¢ urepnerom. HamomuuTe neTsiM, 4To OHM B 0€30IMACHOCTH, €CIIM CaMM paccKas3alli BaM,
O CBOMX Yyrposzax wiau TpeBorax. lloxBanure HMX U TOCOBETYWTE MOAOWUTHU e€lIe pas
B MOJOOHBIX CIIyUasiX.

* Hayuute nereil yBaxaTh JpPYrMX B MHTEpHETE. YOEAUTECh, UTO OHU 3HAIOT O TOM, YTO
[IpaBUJjIa XOPOILLETO MOBEICHUS IEHUCTBYIOT BE3/E - JaXKE€ B BUPTYaJIbHOM MHUPE.

* OOBACHUTE NETSIM, YTO HU B KOEM Clydae HeJb3s UCIOob30BaTh CeTh AJIsl XyJIUTaHCTBA,
pacupoCTpaHEeHUs CIUIETEH WIIA YTPO3 APYTUM JFOISIM.

* PoaurenbCKkuil KOHTPOJIb



”

[IporpaMMHBbIE TPOAYKTHI
B IIOMOIIb POIUTEIISAM

e Y2 BMecTO SAHOekc

CMOTpUTE — HOBasA BePCUA NOUCKa @



KoHTposb 32 pedeHKOM

m Kaspersky Safe Kids

Koo scament o casms e e
Postcomam wepacan VoS s 055

"

=y |

MecToHaxox1eHHE be3onacHoe HCIOJIb30BaHHE
NuTepecsl pedeHKa
pedeHKa KOMIIBIOTEPA
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